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FAQs On Banks’ Enhanced Fraud Surveillance Safeguards Against Rapid
Account Draining

1.

Will these enhanced safeguards apply to all bank accounts?

These enhanced safeguards apply to all personal banking accounts, including joint
accounts, opened with the retail business at the seven' domestic systematically important
banks (D-SIBs), provided the account has a balance of $50,000 or more. The threshold of
$50,000 is in line with MAS and IMDA’s Guidelines on Shared Responsibility Framework,
and strikes a balance between protection from scams, and inconvenience; setting a lower
threshold could result in too many false alerts and inconvenience the majority. Besides the
enhanced safeguards against rapid account draining, banks have other surveillance
measures that factor in their customers’ profiles and potential vulnerability to scams, as
well as their spending patterns. Bank accounts, including those below the threshold of
$50,000, continue to be protected by such holistic fraud surveillance measures.

Will all D-SIBs implement the safeguards in the same way?

There will be variations in the implementation of the safeguards across banks. All banks
will be reaching out to their customers with more information specific to how their
safeguards will be implemented. Despite these variations, all D-SIBs will ensure that they
meet the requirements stated in Section 4.2.5 Guidelines on the Shared Responsibility
Framework.

Will 1 be notified if my transaction is held due to the 24-hour cooling period or
rejected?

Yes. You will be immediately notified on your bank’s mobile banking app or internet banking
platform, on the same channel you used to make the affected transactions. Instructions on
next steps will be provided. If your transaction has been held under the cooling period but
you are sure that it is legitimate, no action is needed on your part. The transaction will be
automatically released after 24 hours.

Will transactions to my own account at another bank be held for a 24-hour cooling
period or rejected?

Transfers to a bank account in your name at another bank may still be held or rejected
because banks are not privy to the actual account holder in the beneficiary bank.

Can | pre-authorise certain transfers or recipients to avoid digital banking
transactions being held due to the 24-hour cooling period or rejected?

You will not be able to do so for your safety. To minimise disruptions to legitimate
transactions, the following are examples of exemptions that will apply:

Recurring standing instructions
Recurring GIRO/eGIRO payments

Bill payments to organisations classified as billing organisations by the bank

" DBS, OCBC, UOB, Citibank, HSBC, Maybank, Standard Chartered Bank
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6. Besides rapid account draining, are there other scenarios where my transactions
may be held or rejected?
Banks have other surveillance protocols and may hold or reject your transaction for other
reasons. Banks may also contact you to verify transactions for scenarios other than rapid
draining.

Importantly, banks will never ask customers to make monetary transfers, divulge online
banking details, or install unofficial apps. They will also never transfer calls to police or
government officers.

7. If | have multiple accounts with the same bank, is the 50% threshold determined
separately for each individual account or does it apply to the consolidated balance
of all my accounts?

The 50% threshold will be applied on each individual account you have with a bank, not
your consolidated balance with the bank.

8. If atransaction is held for 24 hours, do | still earn interest that day for the funds are

held?
Banks will continue to pay interest on funds that are held during the cooling period.
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